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ABSTRACT 

 

Protecting data is becoming more important due to the digital era we are living 

in. Companies have now strict policies given by the European Union (EU) regarding 

this theme, which calls for a technology evolution of automated systems that ensure the 

discovery of sensitive data. The amount of data that a company has to deal with is 

increasing exponentially, which difficult the task of protecting the sensitive data they 

own. Nowadays, there are automatic systems which are able to detect and classify 

sensitive data, but it is important to mention that there are only a few options for the 

Portuguese market. 

 This internship proposal was born through a partnership between Deloitte 

Portugal and UTAD. It had the main objective of upgrading a software tool 

implementing new machine learning models or hand coded techniques for the detection 

of Portuguese sensitive data. In this report executed an investigation about several text 

processing methods and an analysis of the existing software providers in the market 

with features for data discovery. From all the analyzed software in the marked, we have 

chosen an open-source tool that already features several PII (Personally Identifiable 

information) related functionalities and extended it with the implementation of new 

machine learning models and functions. This lead to the creation of a new version of the 

software that presents good results focused on the Portuguese sensitive data 

identification. 

 

Keywords: Sensitive data; Data discovery; Natural language processing; Named entity 

recognition. 
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RESUMO 

 

A proteção de dados tem cada vez mais importância na era digital em que 

vivemos. As empresas têm agora políticas mais rigorosas dadas pela União Europeia 

acerca deste tema, o que faz com que a tecnologia evolua no sentido da criação de 

sistemas automáticos de deteção de dados sensíveis. A quantidade de dados que uma 

empresa lida diariamente está a aumentar exponencialmente, o que torna esta tarefa de 

proteção mais difícil. Atualmente existem sistemas automáticos capazes de detetar e 

classificar dados sensíveis, mas é de referir que existem poucas opções para o mercado 

português. 

Esta proposta de estágio surgiu da parceria da Deloitte Portugal com a 

Universidade de Trás-os-Montes e Alto Douro (UTAD) e teve como principal objetivo 

o de desenvolver uma ferramenta de software de modo a adaptá-la à deteção e 

identificação de dados sensíveis portugueses. Inicialmente, é feita uma investigação 

sobre os temas que envolvem o processamento de texto e de seguida, uma análise ao 

mercado atual de software, onde uma ferramenta foi escolhida para ser melhorada. Com 

a ajuda de técnicas de processamento de texto, como modelos de machine learning, foi 

criada uma nova versão deste software que mostra bons resultados quanto à 

identificação de dados sensíveis portugueses. 

 

Palavras-chave: Dados sensíveis; Data discovery; Processamento de linguagem 

natural; Reconhecimento de entidades mencionadas.  
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1. INTRODUCTION 

 

Nowadays, the amount of data that an organization must deal with is getting 

bigger and the tendency is to keep rising, so it’s important to use tools that contain 

analytical algorithms to understand the data, to check if it has quality and to potentially 

filter out inconsistencies such as duplicated, corrupted, or non-standardized data. The 

large datasets that organizations own or work with can contain many types of data and 

sometimes, these datasets are not organized which means that important data can be 

lost. Data profiling comes with a solution that can get the organization ahead of these 

issues and assure that important data can be found on large datasets.  

Understanding the data and ensuring that it is organized and has quality before 

being consumed is a fundamental part of working with it. Data profiling tools also 

provide the necessary functions in regards of data quality and organization which 

facilitates this task when working with larger datasets. The emergence of obligations for 

processing and protecting sensitive data increased the importance of having data 

organized, the problem is that the current software in the market does not always 

provide the best results for the languages with fewer resources, such as the Portuguese 

language. The results in terms of data discovery for the Portuguese language are still 

worse compared with English.  

This work has the objective of evaluating the problems of sensitive data 

discovery, exploring several related topics such as data protection and General Data 

Protection Regulation (GDPR) compliance, Natural Language Processing (NLP) and 

Named Entity Recognition (NER). It is performed a research on the current software 

market for data discovery where an open source data profiling tool is chosen and 

explored, with the main focus of extending this solution for the Portuguese market. 

 

 

 



 

2 

 

 Introduction 

Data personal information discovery system  

1.1. Overview 

This project was presented with an internship opportunity at Deloitte Portugal. It 

is an investigation project for the Strategy, Analytics and Mergers and Acquisitions 

(SA&MA) group which is specialized in delivering innovative solutions for complex 

challenges, maximizing the value of the client’s data using advanced analytics and 

artificial intelligence.  

A broad investigation on the software market for data discovery was conducted 

by team members and the data discovery software tool used in this project was tagged 

for having a huge potential in terms of possible improvement in regards of Portuguese 

sensitive data detection on databases. A deeper investigation of the current software 

market was then conducted for a better comprehension and comparison of the existing 

software tools, and the results matched. The orientation provided by Deloitte on the 

development of this report and the implementation of the final solution of the software 

tool was made by Daniel Belém Duarte, Pedro Leal Lacão and Sara Lemos Carvalho in 

an effort of providing a viable solution that could be used by the company. 

 

1.2. Personal identifiable information and sensitive data 

Personal identifiable information or personal data are any type of data which can 

be used to identify a person, for example, their name, home address, email address, 

phone number or even their IP address. Sensitive data also come with this concept, it is 

also personal information but it’s more specific on what it says about a person and can 

be their political opinions, religious or philosophical beliefs, genetic or biometric data 

or data concerning the person’s sexual orientation. From a legal perspective, the 

responsibility for protecting these types of data is shared between the organizations and 

their individual owners but there is a different perspective from the public on the role of 

the organization role proved with a study by Experian  that says, 42% of consumers 

believe that it is a full responsibility of the company to protect their personal data while 

64% of consumers would be discouraged from using the services of a company if a data 

breach would happen (Imperva, n.d.).  
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Personal identifiable information is the most valuable type of data in a company. 

It is important that companies understand and protect the personal information they own 

in order to manage their access, to ensure they are only being used for the business’s 

purposes, to assure the right of updating or deleting them and therefore comply with 

data protection and privacy policies, being one step closer from avoiding data breaches. 

According to a panel of data experts, the employees of a company represent a bigger 

risk of data breaches than outsiders. External attacks are easier to prevent but come with 

larger repercussions while insiders can have access to sensitive information without 

evidence of intrusion. Bad governance policies or weak information system 

management can lead to an easier path for an insider with malicious intent or accidental 

data leaks (Giandomenico & de Groot, 2020). 

Data breaches can result in the loss of reputation of the organization, on their 

client’s loss of trust on the organization and heavy fines. According to the Cost of a 

Data Breach report 2020 released by IBM and the Ponemom Institute, personal 

information was compromised in 80% of all data breaches, making it the type of data 

most often lost or stolen and the global average cost for a data breach was 3.83 million 

dollars (Brisco, 2021). 

To help the citizens or organizations protect their data, it was created a legal 

framework that sets guidelines for the collection and processing of personal information 

from individuals. 

 

1.3. Data protection and privacy policy 

Data protection and privacy policies are now implemented all over the world. 

They have the objective of protecting personal information within an organization or 

individual and to punish anyone who don’t comply and therefore are more susceptible 

to lose that personal data. In Europe, the GDPR was implemented in 2018 and replaced 

the Data Protection Directive of EU and is now considered the toughest regulation. 

These guidelines provide a higher control to individuals about their personal data, more 

fair conditions to the organizations and also define new procedures and rules from the 

technology point of view. GDPR stands for all the freedom rights and the recognized 

principles present at the Charter of Fundamental Rights of the European Union, for 
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example the respect of the private and familiar life, the protection of personal 

information, freedom of speech or cultural diversity. 

There are seven principles that GDPR is guided and complying with the spirit of 

these principles is a fundamental building block for good data protection practice: 

• Lawfulness, fairness and transparency; 

• Purpose limitation; 

• Data minimization; 

• Accuracy; 

• Storage limitation; 

• Integrity and confidentiality; 

• Accountability. 

With the implementation of GDPR, it is estimated that 75 thousand jobs were 

created because companies have now the obligation to have a person responsible of 

their data protection and if the organization don’t comply with the regulation, they are 

subject to huge fines. According to GDPR Enforcement Tracker one of the highest fines 

applied to a company happened on the 16th of July 2021, the organization involved was 

Amazon and the fine had the value of 746 million euros (CMS, 2021). 

Outside Europe, there are other regulations with the same objective of protecting and 

keeping data private, for example on the United States of America there is the 

California Consumer Privacy Act that has similar principals as the GDPR, but it is only 

applied to California residents or the Brazilian General Personal Data Protection Law 

that unifies 40 different Brazilian laws that regulate the processing of personal 

information. 
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1.4. Objectives and Engineering Acts 

This project is focused on sensitive data discovery, with the main objective of 

performing a software market analysis and upgrading an existing software tool. The 

databases of some organizations are commonly found unorganized due to the lack of 

data governance politics and this type of software is important to find valuable data. The 

state of the art represents all the themes and research behind the implementation of the 

final solution. 

During the development of this project, it was used an Agile methodology with 

the implementation of daily scrum meetings where a work flux with several objectives 

was defined as seen in table 1.1. 

Table 1.1 - Objectives and engineering acts for the project 

(República, 2015) 

Objectives Engineering Acts 

1) Research stage 

• Find the importance of data 

profiling and sensitive data 

protection; 

• Data discovery previous work 

research; 

• Investigation of several themes 

related to data discovery and 

natural language processing; 

• Market analysis on data 

discovery software. 

1. Requirements engineering and domain 

analysis: 

1.1. Domain characterization and 

informational requirements survey. 

4. Exploration of information technology 

infrastructures: 

4.2. Conception of computing, 

communication, and services infrastructures. 

5. Project management of information 

systems: 

5.4. Control and evolution report of 

information system projects. 

 

2) Software tool analysis 

• Functional analysis of the chosen 

software tool; 

• Performance and output test of 

the software tool on a test 

2. Conception of computing solutions: 

2.1. Effort analysis and estimation of 

computing solutions requirements. 

3. Test and validation of computing 
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database; 

• Objectives definition for the 

implementation stage. 

solutions. 

5. Project management of information 

systems: 

5.4. Control and evolution report of 

information system projects. 

 

3) Implementation stage 

• Test performance of the initial 

solution on a performance 

database; 

• Research for resources needed to 

implement the final solution; 

• Definition of micro steps in order 

to divide the implementation 

phases; 

• Implementation of new 

OpenNLP models and functions 

for Data Defender; 

• Test performance of the final 

solution on the same 

performance database. 

2. Conception of computing solutions: 

2.1. Effort analysis and estimation of 

computing solutions requirements; 

2.3. Construction of computing solutions; 

2.4. Configuration, integration, and delivery 

of computing solutions. 

3. Test and validation of computing 

solutions: 

3.1. Test and validation planning of 

computing solutions; 

3.3. Test implementation and execution on 

computing solutions. 

5. Project management of information 

systems: 

5.4. Control and evolution report of 

information system projects. 

 

4) Final objective 

• Deploy of an upgraded version 

of Data Defender focused on the 

Portuguese sensitive data 

discovery. 

2. Conception of computing solutions: 

2.4. Configuration, integration, and delivery 

of computing solutions. 

5. Project management of information 

systems: 

5.4. Control and evolution report of 

information system projects. 
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1.5. Document outline 

This section synthesizes the document structure. This document was prepared 

and developed to describe all the realized steps on my master’s internship at Deloitte 

with the objective of presenting a quality investigation that could be read by every 

engineer or investigator in the data discovery field. This document contains seven 

chapters, including the introduction with the following structure: 

Chapter 2 – Data Discovery 

In this chapter we find a literature review and research on previous work about 

data discovery and data profiling related themes such as natural language processing 

and named entity recognition techniques. Deeper research on the current software 

market is also presented in this chapter. 

Chapter 3 – Data Defender Tool 

This chapter provides all the information about the initial solution of the chosen 

software tool (Data Defender). It works as a guide where all the steps and functions are 

explained. It also contains the existing models and extensions on this version. 

Chapter 4 – Metrics and resources 

This chapter presents the metrics used on the evaluation and comparison of the 

initial and final solution of Data Defender along with the origin of all the resources used 

on the implementation. 

Chapter 5 – Models and methods implementation 

This chapter presents all the steps taken for the implementation of the final 

solution. The model training and hand coded techniques are explained in detail with the 

objective of giving a perception of what has been done for future development. 

Chapter 6 – Results and evaluation 

Presents the evaluation of the developed work and implementation, based on the 

metrics of the chapter 4. The results are analyzed and compared with the results 

obtained from the initial solution of Data Defender. 
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Finally, in the conclusion, it is discussed what was achieved with the present 

work, what future steps Data Defender could follow and how this work contributed to 

the data discovery area.  
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2. DATA DISCOVERY 

 

This chapter contains the investigation and state of the art of the different 

techniques and approaches for the data discovery in processed text. Some techniques 

such as the use machine learning models, fuzzy string matching or the use of regular 

expressions are studied and presented. It also provides a market analysis on the existing 

software tools that focus the data discovery feature and the decision on the software tool 

to be used in this work. 

 

2.1. Data profiling 

Nowadays, the amount of data that an organization has to deal with is always 

rising along with the importance of protecting the data. Data profiling activities help 

organizations to transform manual processes into automatic ones, saving time and 

resources, providing confidence on the security of their data, and checking if it is 

following the protection and privacy laws of regulation such as the GDPR. Data 

profiling is a practice that also assures the principles of GDPR such as storage 

limitation, accuracy or integrity and confidentiality. 

The need for data profiling does not only come with the amount of data that the 

company is dealing with but also with the need of assuring that the data has quality. 

Data that isn’t formatted, standardized, or correctly integrated on an application can 

cause delays and problems that lead to missed business opportunities and bad decisions 

(Bauman, 2021). Data is considered of high-quality when it suits its specific objective 

and is in conformity with the planned decisions within a business plan. It can be 

measured by some factors such as consistency, accuracy, completeness, validity, 

uniqueness, or timeliness (Omnisci, 2021). 

Data profiling is a data science practice that can be seen as a data analysis 

method in a data warehouse environment. The main objective of this practice is to 

evaluate the data about their quality or importance. It can be also used to create 

statistical summaries, to perform risk analysis on for example the integration of data 

between applications or the discovery of personal or relevant information (Lewis, 

2019). Data profiling an unknown database is a fundamental step to prepare and 
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transform the data to the next operation of the business deal, therefore there are some 

general use cases of data profiling: 

• Data cleansing: It’s the most common data profiling use case, where the 

data is prepared before being transformed. Profiling data reveals data quality 

problems, such as inconsistent formatting on a column, missing values, or 

exceptions. Revealing these registers that don’t comply with the pre-

determined requirements can also address data quality problems within the 

dataset. 

• Data integration: Before integrating data between applications it’s common 

for analysts to do a deeper analysis of the data they are working with, 

therefore data profiling comes in hand to perform a study to the database and 

return results such as relationships or dependencies between the tables, or 

even data types within the columns for the purpose of adapting and 

modifying them to the functions that data will have on the new application 

(Naumann, 2014).   

• Query optimization: Data profiling is used on database management 

systems to support query optimization with statistical analysis. This 

statistical analysis of data helps to select the fundamental or secondary 

operations of the queries with the objective of estimating or reducing the 

query plan cost (Naumann, 2014). 

Data profiling practices can be categorized in three types, however the objective 

of obtaining a better comprehension about the data and improve its quality is there for 

any type: 

• Structure discovery: Guarantee a larger comprehension of the data about 

their structure and consistency using mathematical operations to return 

minimums, maximums, or other type of statistical measures (Chhabra, 

2021). It can also be used to verify and validate the data formats.  

• Content discovery: This type of data profiling is used to discover errors on 

individual data records identifying which rows contain null, incorrect, or 

ambiguous values (Chhabra, 2021). These inconsistencies can be solved 

through standardizing the data which means that problems related with non-
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standard data can be fixed and managed in the early phase of the data 

managing process (BDEX, n.d.). 

• Relationship discovery: It’s performed a search through the data that is 

being used with the objective of getting a better comprehension about the 

relationships within the entities of the database. This process starts with a 

metadata analysis to return the key relations between the entities and reduce 

the connections in the case of overlapping data (Bauman, 2021). 

These data profiling discovery practices also come in use to help organizations 

ensure an effective data governance, since they guarantee data integrity and consistency, 

reveal where sensitive data is located and if data masking is needed to decrease their 

exposure to risks or helping define the users' permissions and data security policies. 

 

2.2. Natural language processing overview 

When it comes to text analysis and classification, data profiling tools use 

machine learning and natural language processing techniques to perform searches and 

discover data within the dataset. These tools are normally prepared to identify sensitive 

data through patterns and rules oriented to the English language. However, for other 

languages such as Portuguese, these tools do not offer any support since the data 

formats are not the same. Personal identification numbers, addresses or bank account 

numbers come in different formats depending on the country, therefore representing an 

example of a data discovery challenge that NLP could solve. 

NLP is a branch of artificial intelligence that has the objective of giving 

computers the ability of comprehending, interpreting, or manipulating complex human 

language. NLP combines rule-based modeling of human language with statistical, 

machine learning and deep learning models to allow computers to process human 

language in text or even voice data. 

The amount of unstructured data that is generated every day makes it impossible 

for humans to analyze it with efficiency and consistency therefore automating this 

process is one more problem that software with NLP can solve. These are some of the 

typical use cases of NLP: 
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• Translation applications: It is one of the most significant use cases of 

NLP. Tools like Google Translate can easily convert text from one language 

to another and present a voice sample of the translated text. Although it’s 

not a hundred per cent accurate yet, this accuracy has been increasing over 

the years (Hajjar, 2021). 

• Autocorrect and autocomplete text: NLP can be used to predict or correct 

what a human writes, for example on the search bar of a browser where with 

2 or 3 letters, a word or sentence is immediately offered. For that NLP is 

combined with machine learning algorithms or latent semantic analysis to 

generate predictions for the following words or sentences. For 

autocorrecting, machine learning models trained with language dictionaries 

are used to validate or compare the word written with the word that the 

dictionary contains (Hajjar, 2021). 

• Chatbots: Conversational bots were made with the purpose of enabling 

computers to communicate with humans in an automatic way. Back in the 

day, chatbots were known for their unnatural and unreal conversations and 

therefore were not viable for the purposes they have now. Chatbots are now 

used on several business functions such as facilitating conversations with 

costumers, answering the most frequently asked questions automatically or 

assigning them to a specific branch of the support team (Hajjar, 2021). 

• Spam detection: Since NLP models can be used for text classification, 

spam-related words or sentences within a text message can also be a way to 

classify text. Automatic spam detection for our emails is an example of a 

NLP algorithm incorporation (Hajjar, 2021). 

 

2.3. Named Entity Recognition 

Information Extraction (IE) is a subtask associated with NLP in which the main 

task is to extract text from structured or non-structured documents. Inside IE there is the 

Named Entity Recognition that has as the main objective of identifying and classifying 

pre-defined Named Entities (NE) (Elsayed & Elghazaly, 2015). NE refers to person’s 

names, locations, organizations, times, quantities but this concept can change from 

approach to approach. In this case, the NE that will be used are related to sensitive data.  
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A good NER system should be highly accurate in its output, efficient in terms of 

the time taken to go through the documents, robust in the presence of spelling and 

grammatical errors or wrong capitalization. The NER system should also be as 

independent as possible therefore it can perform well with different datasets. Knowing 

how good the NER system is can be measured by its accuracy towards the expected 

results that can be known in some techniques (Palshikar, 2012). 

NER systems use several approaches when it comes to how the data is 

discovered. These approaches can be divided into two domain areas: hand-coded 

techniques and machine learning techniques or a combination of the two of them. For a 

better comprehension of a NER system, it is necessary to know about these different 

approaches, as shown in figure 2.1. How accurate they are, what is the better technique 

for a specific scenario or even if a combination of both techniques can optimize the 

system.  

 

Figure 2.1 - Different technique approaches of a NER system 

 

The most common machine learning models to be used are: Hidden Markov 

Model (HMM), Maximum Entropy Markov Model (MEMM) and Conditional Random 

Fields (CRF). It is important to mention that there are more examples of models that are 

not mentioned on the figure. 
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Hybrid approaches result of a combination of both techniques or of two models. 

Algorithms containing rules and patterns for data discovery can be combined with 

machine learning models to optimize the system and therefore obtain a better 

performance. 

2.3.1. Hand-coded techniques 

Named entity extraction and classifying methods can follow a hand-coded 

approach where algorithms are created with rules and patterns. This rule-based method 

can be implemented by analyzing and having prior knowledge of the data that is meant 

to be discovered (Palshikar, 2012). For example, if a person’s name is the named entity 

meant to be discovered, some of the rules to be implemented could be searching for 

words starting with a capital letter, followed by lower-cased letters, prefixes such as 

“Mr.” or “Dr.” or suffixes such as “Jr.” or “III”. Of course, these rules cannot satisfy all 

the criteria for a person name and that is why rule-based methods are usually lacking in 

robustness (Palshikar, 2012). A rule-based system relies on a good grammatical and 

language domain understanding making this a disadvantage when it comes to adapting 

it to another language. Although these systems are not the ideal option for data 

discovery, they represent a helpful solution when there is a lack of training data, 

achieving exceptional performance when the language domain is well-defined and 

understood. 

Another hand-coded technique is the use of dictionaries or word lexicons. This 

technique results from a comparison between each single word with a list of words 

contained in a dictionary or lexicon. For that, text must be tokenized, this means that for 

example in a sentence, all words are separated into single tokens to be compared. This 

technique also depends on a base knowledge on the entities that are meant to be 

discovered. It is common to use external sources of knowledge such as gazetteers. A 

gazetteer consists of a set of lists containing any type of entities such as cities, countries, 

organizations, etc. These pre-set lists are used to help find corresponding matches on 

text data. 

The most common method to evaluate these algorithms is to calculate three 

measures: precision, recall and f-measure. Precision indicates the percentage of the 

extracted entities that are correct. Recall indicates the percentage of the correct entities 
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that are extracted, and the f-measure is a combined measure between precision and 

recall that returns an overall accuracy of the algorithm (Palshikar, 2012). 

2.3.2. Machine learning techniques  

A machine learning centered NER system takes advantage of the statistical 

nature of the machine learning models to overcome the classification difficulty. These 

systems are overall more efficient and better performing than rule-based systems. A 

training model is created with the objective of training the system to be able to 

recognize named entities on the text. The result of the classification is computed based 

on a statistical probability of the occurrence of the named entities on the text (Anandika 

& Mishra, 2019). Machine learning models are divided into two types: supervised and 

unsupervised. The main difference between these types is the use of training labeled 

data. While supervised machine learning models could be used for predictions based on 

known information to determine a known output (figure 2.2), unsupervised machine 

learning models are used for predictions where the output is unknown (Clearbrain team, 

2017). 

 

Figure 2.2 - Architecture of a NER system based on a supervised learning method 

(Palshikar, 2012) 
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The Hidden Markov Model (HMM) is a supervised machine learning model and 

one of the most common models for NER. In NER tasks the different states represent 

the different named entities classes. HMM is a statistical model where the system states 

are hidden. HMM use a statistic factor to determine the NE class based on the previous 

NE identified. There are 3 probability parameters that this model uses: start, transition 

and emission, and then a Viterbi algorithm makes use of these parameters to calculate 

the optimal state sequence (Chopra & Morwal, 2012). A Viterbi algorithm is a dynamic 

programming algorithm for obtaining a recursive optimal solution of estimating the 

state sequence (Forney, 1973). According to a related work of a NER system in Punjabi 

developed by Deepdi Chopra and Sudha Morwal in 2012, this system obtained a f-

measure score of 88%, proving the efficiency of HMMs for NE recognition (Chopra & 

Morwal, 2012). 

Another common approach is the use of Maximum Entropy Markov Model 

(MEMM). This model is like the HMM and therefore a supervised machine learning 

model, but the transition and observation functions are replaced by a single function that 

determines the probability of the current state based on the previous state and the 

current observation. According to a related work of a MEMM based NER system for 

text chunking, the obtained results shown a f-measure score of 92% (Sun et al., 2005).  

Conditional Random Fields (CRF) models are another method of implementing 

a supervised machine learning NER system. CRF model is a discriminative model that 

has all the advantages of Maximum Entropy model except its label bias problem 

(Anandika & Mishra, 2019). Unlike generative models, this model uses a discriminative 

classifier to model the decision boundary between the different classes. To use CRF it is 

necessary to follow some steps: define the feature functions, initialize the weights to 

random values and apply Gradient Descent iteratively until the parameter values 

converge, making these models like logistic regression, but extending the algorithm 

using feature functions as the sequential inputs (Chawla, 2017). A related work of a 

NER system for Malayalam language obtained a f-measures score of 55% with the 

model being trained with 25000 words and a score of 74% with the model being trained 

with a dataset containing 30000 words (Prasad et al., 2015). This proves that machine 

learning models are way more efficient when the training dataset contains a larger 

number of words. 
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2.4. Apache OpenNLP 

The Apache OpenNLP library is an open source machine learning based toolkit 

for the processing of natural language. It supports the most common NLP tasks such as 

tokenization, sentence segmentation, part-of-speech tagging, named entity extraction, 

chunking or parsing. This library contains several components which together can build 

a full natural language processing pipeline. Sentence detector, tokenizer, name finder or 

part-of-speech tagger are examples of the components provided. These components 

have similar Application Program Interfaces (API) where to execute a task, a model and 

an input should be provided (Community, 2011) . 

For the named entity recognition task, the name finder component of this library 

can detect entities and numbers in text. There are pre-trained models ready to be used, 

available on the Apache documentation. Among these models the English language is 

the most focused, where it is possible to find several types of models with different 

entity detection objectives such as person names, locations, organizations, and even 

numerical camps such as dates or times. Other languages such as Danish, Dutch, 

German, Spanish, Sanskrit and Portuguese are also supported but it is important to 

mention that for the Portuguese language there are only tokenizer, sentence detector and 

part-of-speech models but none with the name finder component. 

2.4.1. Model training 

To build a new model with the objective of finding entities in text, a dataset is 

necessary along with several parameters such as the number of iterations, choice of the 

algorithm and cutoff. 

 

<START:person> Pierre Vinken <END> , 61 years old , will join the board as 

a nonexecutive director Nov. 29 . 

Mr . <START:person> Vinken <END> is chairman of Elsevier N.V. , the Dutch 

publishing group . 

Listing 2.1 - Training dataset sample for OpenNLP model 
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This training dataset must have a specific annotation for the entities that must be 

found. The format used for the annotation is always the same, defining the entity with: 

<START: ‘name of the entity’> and <END> in the beginning and the end respectively, 

as seen in listing 2.1. 

These OpenNLP models use the previous and next words of the annotation to 

learn what kind of entity it is, making them robust to a point where they can detect 

entities based on the sentence structure. 

The parameters choice for the model training is also important: 

• Number of iterations: The higher amount of the times the data is read, the 

more influence provided annotations will have on the result, causing a trade-

off between what the model can learn and how much over-fitting will occur, 

it is also important to mention that the number of iterations also affect the 

training time; 

• Choice of algorithm: There are four algorithm choices available for the 

OpenNLP model training. Maximum Entropy is the default algorithm and 

along with the perceptron-based algorithm produce the best results. Naive 

Bayes algorithm is faster but will operate as if the provided features are 

unrelated (Srinivas, 2021); 

• Cutoff: It defines the number of times an annotation needs to appear on the 

dataset for it to be considered. 

2.4.2. Model evaluation 

The built-in evaluation can measure the named entity recognition performance 

of the name finder model. The performance is either measured on a test dataset or via 

cross validation. The test dataset must have the same format as the training, meaning 

that the entities must be annotated in the same way. 

Three measures are calculated when a model is evaluated on a dataset: 

Precision: A measure that corresponds to the ratio of correct entities found (CE) 

within the entities found (correct entities and non-correct entities (NCE)) by the model: 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝐶𝐸

𝐶𝐸 + 𝑁𝐶𝐸
 (2.1) 
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Recall: It corresponds to the ratio of the correct entities (CE) found within the 

total correct entities (TCE): 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝐶𝐸

𝑇𝐶𝐸
 (2.2) 

F-Measure: A measure that provides a single score which balances precision 

and recall in one number: 

 𝐹 − 𝑀𝑒𝑎𝑠𝑢𝑟𝑒 =  
2 .  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 .  𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 
 (2.3) 

 

2.5. Fuzzy string matching 

Fuzzy string matching is a hand coded technique that can be helpful for 

comparing the similarity of two strings. It is a type of search that will find matches even 

when users misspelled words or enter only partial words for the search (Li, 2018). 

The algorithm behind fuzzy string matching quantifies how similar two strings 

are to each other. This is usually done using a distance metric known as edit distance, 

that determines the closeness of two strings by identifying the minimum alterations 

needed to convert one string into another (Dutta, 2021). Then a matching score between 

0 and 100 is returned where 0 means that strings are not similar at all and 100 that they 

are identical. 

Regarding the implementation of this method, fuzzywuzzy is a Python library that 

provides several methods of fuzzy string matching using Levenshtein distance to 

calculate the differences between the strings to be compared: 

Simple ratio method: With this method both strings are compared by their 

entire similarity in order; 

Partial ratio method: In this method, strings are compared partially. Using 

simple ratio and partial ratio methods on these two strings: “My string” and “My string 

is similar”, as seen in listing 2.2, provides different matching scores, where the partial 

ratio presents a perfect matching score even if the strings are partially equal; 
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Matching score using simple ratio on ‘My string’ and ‘My string is similar’ 

: 62 

Matching score using partial ratio on ‘My string’ and ‘My string is 

similar’ : 100 

Listing 2.2 - Simple ratio and partial ratio comparison 

 

Token sort ratio: This method divides the string into tokens, meaning that each 

word of the string is considered individually. It ignores the words order; 

Token set ratio: This method is similar with token sort ratio, but more flexible 

and able for edgier cases such as case insensitivity; 

Weighted ratio: This method takes in consideration the strings length to 

determine if simple or partial ratio must be used. 

 

2.6. Regular expressions 

Regular expressions are patterns that can be defined to select combinations of 

characters on text. Normally these expressions are used by string-searching algorithms 

for “find” or “find and replace” operations on strings or for input validation. 

Python, C, C++, Java and JavaScript are some of the programming languages 

that support regular expressions capabilities either natively or via libraries. 

To build a pattern, it is necessary to build an expression based on characters or 

symbols, each one with a particular meaning. Some expressions used in this work use 

the characters/symbols represented in table 2.1. 
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Table 2.1 - Description of characters and symbols used on regular expressions 

Character or symbol Description 

\d Represents a digit: [0-9] 

\s Represents a whitespace character 

\w Represents a word character: [a-z or A-Z] 

x? Represents a character x that might or not exist 

x{n} Represents a character x that appears exactly n times 

[ab] Represents the character a or b 

 

 Combining these characters on one expression build patterns that are able to 

detect words in text. Simple examples of regex patterns and words that are detected are 

represented in table 2.2. 

 

Table 2.2 - Regular expression examples and their match strings 

Regular expresion Match strings 

colou?r ‘color’, ‘colour’ 

gr[ae]y ‘gray’, ‘grey’ 

9\d{8} 

Could represent a Portuguese phone number, since they 

usually start with the digit ‘9’ and contain 8 digits after: 

‘912345678’ 

 

2.7. Data discovery tools 

In the past, data profiling was done with manual queries of data source which 

meant that the organization to understand the data and guarantee data quality had to rely 

on engineers that were good performing these queries and like any other human process, 

data profiling could be exposed to errors and inconsistencies. By automating the data 

profiling process, using data profiling tools, the effort and cost of analyzing data quality 

was reduced and the accuracy was increased. This software also brought interactive and 

intuitive GUI interfaces in some cases, preventing that the organization must rely 
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exclusively on people that master querying data sources (Sisense, 2021), although it is 

always necessary a person that is familiar working around data to manage these tools. 

The selection criteria of these data discovery software were majorly the 

popularity and an analysis on data quality market leader software as shown in figure 

2.3. With a deeper analysis these software companies present different software 

specialized on data discovery. IBM Watson discovery, SAS Visual Text Analytics, 

Informatica and SAP Data Intelligence were chosen based on their market relevance. 

Amundsen is highlighted as the best open-source solution for data discovery which uses 

a page-rank inspired algorithm to perform searches. Data Discovery Toolkit, also 

known as Data Defender, is an open-source solution developed by Armenak Grigoryan 

and uses Apache OpenNLP models. 

 

Figure 2.3 - Forrester wave diagram with a comparison of data quality software tools 

(Informatica, 2015) 

 

The software rating on table 2.3 was based on which software tools are more 

complete towards the sensitive data discovery. For that it was chosen several criteria 

that could fulfill this purpose such as: 

• Features and reviews: In this column, the features and reviews of the 

software tool are analyzed in order to provide a better comprehension on 

what it does and what opinion users have about it; 
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• Technique for data discovery: The technique is a factor on how innovative 

the software tool is although it does not necessarily imply that a tool is 

better by the technique it uses; 

• Scalability and robustness: An analysis of the software support of other 

languages in order to understand if they are prepared to be adapted to other 

countries market; 

• GDPR support: This criterion is an extra on what a data discovery tool can 

offer. Some of the tools analyzed provide an assistant and risk advisor to 

help the user understand if their data follows the regulations; 

• Licensing: Is an important factor of a software tool. Licensed tools are 

generally completer and more closed source meaning that they are harder to 

use in the context of this research and require a paid license. Open-source 

tools are free to use and can be modified to suit our objective. 
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Table 2.3 - Data discovery software tools comparison 
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2.8. Market analysis and software choice 

After the data discovery software comparison in section 2.7, Data Defender was 

the best fitting tool to be used, majorly because it is an open-source solution that already 

presented some results on the data discovery field. The lower rating it presents its due to 

the lack of adaptation to the sensitive data in Portuguese which leads to a larger room 

for improvement. Data Defender also uses an NLP machine learning model approach 

which can be studied and perfected to suit the research purpose of adapting the solution 

to the Portuguese market. 

Comparing with the others licensed market solutions, that already present a final 

version of their purposes, requiring a license is not a viable path for this research. Also, 

the general idea of using machine learning and hand coded techniques was also taken in 

consideration when choosing the software tool. The software choice ended up residing 

on an open-source tool which allowed the use of machine learning models and hand 

coded techniques. The objective is to use Data Defender as a base for a solution of 

Portuguese sensitive data discovery that could be used on an enterprise level. 

The solution proposal is to create and train Portuguese NLP models and hand 

coded methods that can recognize sensitive data camps such as Portuguese person’s 

names, addresses and organizations and if necessary, complement with extensions that 

are able to identify Portuguese identification numbers or mobile phones. 
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3. DATA DEFENDER TOOL 

 

This chapter introduces the chosen software, after the market analysis, for the 

development of this work, and represents a guide for further investigators. Data 

Defender was developed by a user named Armenak and deployed on GitHub (Data 

Defender, s.d.) as an open-source software. The version of Data Defender used was 

updated with one more NLP model trained for Portuguese sensitive data detection. All 

the implementation steps, results and evaluation will be based on this software tool. 

 

3.1. Features and workflow 

 Data Defender presents several features such as: Column Discovery, Data 

Discovery, File Discovery, Data Anonymizer and Extract Data as seen in figure 3.1. 

 

Figure 3.1 – Overview of Data Defender 

 

Column Discovery performs a search on the database by inputting a column 

name as parameter, then it returns which schema and table the column is located, if it 

exists. Extract Data feature returns all rows within a column, the column name being 

passed by parameter. File Discovery allows a search on a file directory, returning all the 

files that can be found on the file path given as parameter. 
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 Apart from these three features, the most significant for the objective of this 

project are Data Discovery and Data Anonymizer. Discovering sensitive data on a 

database is the main focus of this project although data anonymizing also plays a part on 

protecting this data by masking it. 

 In Data Defender, the data discovery feature performs a search on all the rows of 

the database using NLP models and extensions, that work as functions, returning a 

XML file with all the columns that might contain sensitive data. The data anonymizer 

feature uses this XML file created to mask the columns tagged using functions that 

define the several types of sensitive data. 

 

3.2. Execution commands and argument file 

Data defender is implemented as a command line program. To run it, it is 

necessary a connection to a database and several parameters. Below, in listing 3.1, there 

is an example of a command line input of a data discovery execution a test database. 

 

.\datadefender.bat discover data --user=sa --password=YourStrong@Passw0rd -

-schema=dbo --url=jdbc:sqlserver://localhost:1434 --vendor=sqlserver @data-

discovery.config -o=datadiscovery.xml 

Listing 3.1 - Execution command example 
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Taking a closer look, this command we can divide it in several parameters as 

seen in table 3.1. 

Table 3.1 - Execution parameters of Data Defender 

Parameter type Representation 

Software execution .\datadefender.bat 

Feature choice discover data 

Database user  --user=sa 

Database password --password=YourStrong@Passw0rd 

Schema --schema=dbo 

URL --url= jdbc:sqlserver://localhost:1434 

Vendor --vendor=sqlserver 

Arguments file @datadiscovery.config 

Output file -o=datadiscovery.xml 

  

 The software execution parameter is not optional, and it can change according to 

the feature that we want to execute. In figure 3.2 there are represented the possible types 

of executions. Data, file, and column discovery are all combined under the same 

command while data anonymization and extraction have their own commands. 

 

Figure 3.2 – Execution commands of Data Defender 
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 Database user, password and URL are meant for accessing the database on 

which the execution will run. The vendor parameter defines the type of database, and 

the schema parameter defines the schema where the features will be executed. The 

output parameter is only a definition of the name of the XML file created. 

 The argument file is meant for the definition of the execution parameters. A 

database configuration file can be created to avoid inputting these commands on every 

single execution or even the data or column discovery specific arguments could be 

included in this file. Some examples of parameters included in the argument file are the 

NLP model and extensions that will be executed, the tables excluded on the discovery, 

the row limit if a better performance is needed, or the probability threshold regarding 

the model discovery, as seen in listing 3.2. 

 

-m person 

--probability-threshold=0.70 

--limit=100000 

--score-calculation 

--exclude-table-pattern-metadata=(?i).*MSreplication_options.* 

--exclude-table-pattern-metadata=(?i).*spt_monitor.* 

Listing 3.2 - Argument file example 

 

3.3. Existing OpenNLP models and extensions 

Data Defender uses different NLP models to find the different sensitive data 

types, for example, it uses a specific model that is trained to find each class such as 

person’s names, addresses or organizations. These models are the English original NLP 

models from Apache. 

This toolkit is also able to use extensions combined with the NLP models. These 

extensions are based on Java functions that use validators and have the purpose of 

identifying static data fields that have a defined format such as email addresses or credit 

card numbers. In figure 3.3, it is represented the NLP models and extensions 

implemented on Data Defender. 
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Figure 3.3 - Existing NLP models and extensions 

 

3.4. Data discovery and output 

Data Defender supports Oracle, MariaDB/MySQL, MS SQL Server and 

PostgreSQL and in order to perform some initial tests regarding the data discovery 

feature it was created a simple SQL database table named Client. The description of this 

database can be found on the appendixes in table A.1. These columns and data have the 

objective of replicating sensitive data to perform tests with the existing NLP models and 

extensions on Data Defender. This short database has only 8 rows although it was 

sufficient to test the software on how it works. 

 When executing the data discovery feature, it is necessary to choose a model and 

optionally one extension or more. Apart from the model choice, a threshold probability 

must be defined. This probability is important to define the capture level from the 

models which means, a higher threshold probability requires a higher matching score.  

Data Defender uses the NLP model to analyze each row from each column, 

where within each row it is calculated a matching score that is then combined with all 

match scores from that column. An average is calculated and if that average score from 

that column is higher than the probability threshold mentioned above, the column is 

tagged and returned on the XML file.  
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The extensions do not use same method as the NLP models to tag columns. The 

implemented extensions only need to find a single matching data field in order to tag the 

column. This means, if we are using per example the email extension and performing a 

search on a database with 100 rows, if only 1 row contains an email address, that 

column will be tagged. 

Performing an execution with the data discovery feature on the test database, 

where this database contains columns with created sensitive data about persons, such as 

their names, phone numbers, emails, or credit card information, with the parameters 

represented in table 3.2, the output generated is represented in listing 3.3. 

 

Table 3.2 - Parameters for the data discovery execution 

Parameter Value 

Model person 

Probability threshold 0.6 

Extensions 
Email extension; 

Credit card extension. 
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(…) 

<tables> 

        <table name="dbo.Client" primary-key="NONE-SET"> 

            <columns> 

                <column name="CartaoCredito" skip-empty="true" 
type="String"> 

                    <plan-ref ref-id="lipsum-similar"/> 

                </column> 

                <column name="NameINT" skip-empty="true" type="String" > 

                    <plan-ref ref-id="lipsum-similar"/> 

                </column> 

                <column name="Email" skip-empty="true" type="String"> 

                    <plan-ref ref-id="lipsum-similar"/> 

                </column> 

                <column name="MoradaPT" skip-empty="true" type="String"> 

                    <plan-ref ref-id="lipsum-similar"/> 

                </column> 

                <column name="Comments" skip-empty="true" type="String"> 

                    <plan-ref ref-id="lipsum-similar"/> 

                </column> 

            </columns> 

        </table> 

(…) 

Listing 3.3 - Data discovery output 

 

 It is possible to observe that the columns: CartaoCredito, NameINT, Email, 

MoradaPT and Comments were tagged by the model person and the email and credit 

card extensions. Performing other tests without using the extensions, it is possible to 

conclude that the person model only detects the English person’s name, Portuguese 

addresses, and the comments column. 

 It is important to mention that not all the sensitive data columns were tagged by 

the person model which is a factor that led to the improvement of this software and the 

development of this project. Lowering the probability threshold would cause more 

columns being tagged but would also mean a lower confidence level on the data 

discovery. This means that the probability of wrong columns tagged would increase. 
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The XML file is organized by the table name, where all the columns tagged 

within the table are aggregated, referencing a function for the anonymizer feature 

represented by the <plan-ref ref-id>. This anonymizer function is always the same 

which is something that Data Defender is not performing correctly and a point that 

could be improved on a future version of this software. 

Another important point to mention on the data discovery feature is that it is 

only allowed a single model execution. This means that if we try to use two or more 

models for the discovery, only the last model output is written on the XML file. This is 

due to the execution process represented in figure 3.4. 

 

 

Figure 3.4 – Execution process of Data Discovery 

 

This Data Defender limitation could be addressed on a future version. Being able 

to perform a multiple model discovery on the same execution would significantly 

increase the efficiency of the software.  
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4. METRICS AND RESOURCES 

 

This chapter introduces the datasets for the model training and extensions 

created, as well as the evaluation metrics used in this work. These metrics have the 

objective of giving a better comprehension about the developed work and to perform 

some comparisons about the different methods used on the model training or even in the 

performance of the extension. This chapter also introduces the database used 

specifically for the evaluation of this work. 

 

4.1. Model training dataset 

 To improve the performance of Data Defender for Portuguese data discovery, it 

was necessary to create new machine learning models trained with Portuguese data. The 

NER task for the Portuguese language still presents several problems due to the lack of 

training text datasets and within the available datasets found, only some of them were 

used to train the new models. The Amazonia corpus dataset from Linguateca was the 

dataset used for the model training and testing and will be described in the section 

below. 

4.1.1. Amazonia corpus  

 The Amazonia corpus from Floresta Sintá(c)tica contains 4,6 million words 

with approximately 275 thousand phrases from the Overmundo website (Sintá(c)tica, 

2009) which is a virtual collective with the objective of expressing the Brazilian cultural 

production. This website counts with a high number of collaborators from different 

parts of Brazil, which reflects on different writing styles. This dataset contains 

nonfictional documents and is represented on a particular format named Árvores 

Deitadas. Apache OpenNLP contains a function that can convert this specific format to 

the format used by these models. This dataset presented good results in the model 

training once it provides a balance between the number of phrases and entities. In listing 

4.1 it is represented a sample of this dataset on the native format after the conversion 

from the Árvores Deitadas format by the OpenNLP function. 
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Inicia no próximo dia <START:time> 6 de outubro <END> o <START:place> Porto 

Poesia <END> 2 no <START:place> Shopping Total <END> Av. <START:person> 

Cristovão Colombo <END> , <START:numeric> 545 <END> -- <START:place> Porto 

Alegre <END> -- <START:place> RS <END> . 

Neste ano, entre as novidades do <START:event> evento <END> estão a 

realização em múltiplos espaços do <START:place> Shopping Total <END> e a 

presença de convidados de outros <START:organization> Estados <END> . 

De acordo com <START:person> Marco Celso Huffell Viola <END> , organizador 

, a programação desse ano é resultado de um conjunto de sugestões de um 

comitê gestor do <START:place> Porto Poesia <END> e representa todas as 

tendências da poesia , hoje , no país . 

Listing 4.1 - Amazonia dataset on the native format 

  

This dataset presented 9 different types of entities: person, place, thing, numeric, 

abstract, artprod, time, event, organization and a manual treatment of this dataset was 

necessary in order to train specific models for each sensitive type of entity. This dataset 

has a total of 328429 annotations and the distribution of the different entities is 

represented in table 4.1 below. 

Table 4.1 - Amazonia corpus dataset entity distribution 

Entity type Number of occurrences 

Person 85314 

Place 52123 

Thing 9915 

Numeric 15173 

Abstract 11262 

Artprod 16556 

Time 18338 

Event 50094 

Organization 69654 

Total 328429 
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4.2. Extension lists 

 The implementation of the extensions of Data Defender was based on lists of 

entities with the objective of being a base of comparison for the data on a database. 

Different types of entities: Portuguese person’s names, names of organizations and 

Portuguese addresses tags, were gathered with the objective of perfecting these 

extensions by covering the highest number of possible cases. 

 For the person’s names extension, it was used a list of all the registered first 

names in Portugal in the year 2017 provided by the Portuguese Instituto dos Registos e 

Notariado (Lista de Nomes, 2017), combined with a list of all the Portuguese last names 

(Lista de apelidos, s.d.) as seen in table 4.2. 

 

Table 4.2 - Examples from the list of names 

Male first names Female first names Last names Foreign names 

BRUNO 

FÁBIO 

MARCO 

PEDRO 

RICARDO 

DIANA 

FERNANDA 

MARIANA 

PATRÍCIA 

RITA 

ALMEIDA 

FIGUEIRA 

MARQUES 

PACHECO 

RODRIGUES 

ADYMARA 

FABRIZIO 

MALAM 

PARINEETI 

RAIHANNY 

 

Table 4.3 – Name list distribution 

Category Number of occurrences 

Male first names 3504 

Female first names 3977 

Last names 877 

Total 8358 

  

Analyzing the values represented in table 4.3, this list has a total of 8358 entries 

where 7481 of them are first names and 877 last names. It is important to mention that 

this list contains a high amount of rare names with foreign origin. For the names of 



 

38 

 

 Metrics and resources 

Data personal information discovery system  

organization it was gathered a list that combines a set of the biggest 1000 organizations 

acting in Portugal (Diretório de todas as empresas portuguesas, 2022), a set of bank 

names (Instituições autorizadas, s.d.) and insurance companies (Empresas de seguros 

nacionais a operar em Portugal, 2022). This list was processed and divided causing the 

organization types and tags to be separated in new entries. An example sample of this 

list is represented in table 4.4. 

 

Table 4.4 – List sample of organizations 

Organization 

names 

Organization 

type 
Tags Bank names 

Insurance 

company 

names 

PETROGAL 

PINGO DOCE 

MODELO 

CONTINENTE 

HIPERMERCADOS 

EDP 

EDP COMERCIAL 

VOLKSWAGEN 

AUTOEUROPA 

PETRÓLEOS E 

INVESTIMENTOS 

INDÚSTRIA DE 

COMPONENTES 

PARA 

AUTOMÓVEIS 

ÁGUAS E 

TURISMO 

CONSTRUÇÕES 

S.A. 

LDA 

LIMITADA 

UNIPESSOAL 

HAITONG 

BANK 

BANCO 

FINANTIA 

CAIXA 

ECONÓMICA 

CAIXA 

ECONÓMICA 

BANCÁRIA 

BANCO 

MADESANT 

CRÉDITO 

AGRÍCOLA 

SEGUROS 

CRÉDITO 

AGRÍCOLA 

VIDA 

FIDELIDADE 

FIDELIDADE 

ASSISTÊNCIA 

GAMALIFE 

GENERALI 

SEGUROS 

Table 4.5 – List distribution of organizations 

Category Number of occurrences 

Organization names 870 

Organization types 580 

Tags 9 

Bank names 98 

Insurance company names 39 

Total 1596 
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The distribution of the different categories included on this list is represented in 

table 4.5. It shows that from the total 1596 elements, the names of the organizations are 

the most focused category and the tags of the organizations have the least number of 

elements. 

 It was created a list with tags that identify Portuguese addresses. These tags are 

normally found in every Portuguese address, improving the extension performance 

when finding them on a database. This list contains a total of 32 entries, and it covers 

every tag or identifier of a Portuguese address. A sample of this list is represented in 

table 4.6 where the tag and the correspondent simplified tag are shown. 

Table 4.6 - Portuguese addresses tags and correspondent simplified tags 

Tag Simplified tag 

Rua R. 

Avenida Av. 

Travessa Tv. 

Bairro  B. 

Alameda Al. 

Largo Lg. 

 

Table 4.7 – Tag list distribution of the addresses 

Category Number of occurrences 

Address tag 21 

Simplified tag 11 

Total 32 

 

Table 4.7 shows the list distribution, where it is possible to conclude that not 

every tag has a correspondent simplified tag. 
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4.3. Performance database 

 To evaluate Data Defender and the solution implemented afterwards it was 

necessary to use a baseline database to compare the model and extensions performance. 

The database used was obtained from a Portuguese government data public website 

(Portal de dados abertos da Administração Pública, 2018). It describes all the 

Portuguese municipalities according to their statistics such as population, the number of 

eligible voters and city area but also with sensitive data such as: names (the mayor name 

of the city), addresses (city hall’s address), phone numbers (city hall’s contact 

information), or zip codes (city hall’s zip code). The original version of this table 

contains 17 columns, which two of them were removed since it contained duplicated 

data. This table is named DBMunicipios and contains the information of 307 cities and 

an overview of this database table is represented in table 4.8, below. 

 

Table 4.8 - Performance database description 

Column Description Row example 

Código 

Numerical code number 

associated to each city, it 

doesn’t represent any specific 

meaning 

• 2556 

• 2776 

TipoEntidade 

Entity type (this column only 

contains the word 

“Municipio” meaning city)  

• Municipio 

NIF 
Tax identification number of 

the city 

• 502661038 

• 501090436 

Rua City hall’s address 
• Praça Raimundo Soares 

• Avenida da Liberdade nº21 

Localidade Name of the city 
• AVEIRO 

• FELGUEIRAS 

CodigoPostal City hall’s zip code 
• 2000-093 

• 9680-115 

Email City hall’s email address • presidencia@cm-vfxira.pt 

mailto:presidencia@cm-vfxira.pt
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• geral@cm-ourem.pt 

Telefone City hall’s contact information • 273430020 

Fax City hall’s fax number 
• 273431075 

• 231510749 

Sitio City hall’s website 
• www.cm-aveiro.pt 

• www.cm-castrodaire.pt 

PresidenteCamara Mayor’s full name  

• Gil Nadais Resende da 

Fonseca 

• Mariana Rosa Gomes Chilra 

Area_ha City’s area in hectares 
• 714.72 

• 335.27 

Populacao City’s total population 
• 39325 

• 47729 

Eleitores Total amount of city’s voters 
• 36807 

• 43744 

CodigoINE 

Code that represents a city in 

which two numbers are 

associated with the district 

• 1401 

• 0101 

 

This table is missing names of the organizations, that is a type of sensitive data 

camp that was meant to be tested on the performance of Data Defender, so for that was 

created a new column containing names of organizations. Three more columns were 

also created. One called Comentarios which include small city’s descriptions with the 

purpose of testing the model and extension performance on phrases, the column 

PrimeiroNome containing all the mayor’s first name and the column Apelido containing 

all the mayor’s last name. These two last columns had the objective of testing the 

performance on single person’s names instead of full names. In table 4.9 it is 

represented some examples of new appended columns and in table 4.10 it is presented 

the row count of these new appended columns. 

 

mailto:geral@cm-ourem.pt
http://www.cm-aveiro.pt/
http://www.cm-castrodaire.pt/
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Table 4.9 - New appended columns of the performance database 

Column Row Example 

Comentarios 

• É uma cidade portuguesa pertencente a sub-região do 

Médio Tejo, na Região do Centro e com cerca de 17 500 

habitantes. 

• É uma cidade portuguesa pertencente à comunidade 

intermunicipal da Região de Aveiro e Região Centro. 

PrimeiroNome 
• Maria 

• Gil 

Apelido 
• Albuquerque 

• Fonseca 

Organizacoes 
• Petrogal S.A. 

• Pingo Doce S.A. 

 

Table 4.10 - Row count of the appended columns 

Column Number of rows 

Comentarios 31 

PrimeiroNome 307 

Apelido 307 

Organizacoes 31 

 

4.4. Evaluation metrics 

The evaluation method of this work is separated in two decision parts: model 

evaluation within a test dataset, in order to decide on the training algorithm, and time 

performance of the extensions, to evaluate the fuzzy matching method, and is then 

combined with a final evaluation which is the data discovery performance on the 

database described in section 4.3. 

Apache OpenNLP models have an evaluation function described in section 2.4.2 

with three different metrics. Precision, recall and F-measure are calculated by the same 

equation represented in that section. It is important to mention that the training 

algorithm was decided over the precision metric. 
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Regarding the data discovery evaluation, after an analysis of the performance 

database content, it is found important information that should be protected, also known 

as sensitive data. The columns containing sensitive data are represented in table 4.11 

according with their sensitive data type. This target columns will be the main evaluation 

metric of the model and extension data discovery performance. 

 

Table 4.11 -Target columns of the performance database 

Sensitive data type Target columns 

Person’s names 

• PresidenteCamara 

• PrimeiroNome 

• Apelido 

Names of organizations • Organizacoes 

Addresses 

• Rua 

• Localidade 

• CodigoPostal 

Contact information 

• Email 

• Telefone 

• Fax 

Personal information • NIF 

 

A new evaluation metric was implemented for the evaluation of the database 

discovery: 

Accuracy: A measure that corresponds to the ratio of correctly identified 

columns (target columns identified (TCI) and non-target columns not identified 

(NTCNI)) within the total columns of the database (TC) by the model; 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝐶𝐼𝐶 + 𝐶𝑁𝐼𝐶

𝑇𝐶
 (4.4) 

The previous metrics could also be applied to the evaluation of the database 

discovery, where the entities are replaced by columns.  
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5. MODELS AND METHODS IMPLEMENTATION 

 

In this chapter, the procedures and implementation steps for the development of 

this project are described in more detail. The main goal is the recognition of Portuguese 

sensitive data, in this case, on databases. The four steps for its achievement are: dataset 

preprocessing, model training, extension development and tool’s feature improvement. 

 

5.1. Overview 

 The main proposal of this work is the data discovery of sensitive data specific to 

the Portuguese context (e.g. names/surnames, organizations or addresses). Data 

Defender offers the necessary features and functions for the discovery of data on 

database tables, causing the used models and extensions to be the only factor that affects 

this discovery. It is also an open-source software which allows the implementation of 

new functions and machine learning models. A general overview of the final solution of 

Data Defender is shown in figure 5.1 where the initial solution features are represented 

in blue, and the new features are represented in green. 

 

Figure 5.1 – Overview of Data Defender 
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 Since the results of the existing Apache OpenNLP models are weak for the 

Portuguese data identification, it was necessary to create new models using and 

processing a dataset with Portuguese text. To train these new models, it was performed 

a model tuning procedure where several training algorithms were tested using the 

dataset described on section 4.1.1. 

Data Defender extensions work as functions for static data types which normally 

come with a pre-defined format. The extensions that were already implemented did not 

cover all the sensitive data cases such as contact numbers, zip codes or citizens 

identification numbers in the Portuguese format and for that it was implemented new 

extensions to cover these cases. 

The models created were designed to detect two different types of sensitive data: 

person’s names and names of organizations. These models were also complemented 

with extensions that also perform the discovery on the same data types but using lists of 

examples to compare the data found within the database with the data on the list. 

The Portuguese addresses are detected by the person’s model since it is common 

for Portuguese street names to use a person’s names. It was also created an extension 

that uses a list of tags that are commonly found on Portuguese addresses in order to 

search them on the database data. 

It was also mentioned before in this paper that Data Defender did not support a 

multi model discovery in one execution and for that, the solution code was altered in 

order to fix this problem. The final solution of Data Defender also generates a TXT file 

that shows the discovery performed by the extensions, excluding the model discovery. 

 

5.2. Data pre-processing 

 In this section it is explained in more detail the steps for the dataset 

preprocessing. Two datasets were created from the same source, one for the person’s 

model training and other for the organization’s model training. In section 4.1.1 it is 

shown the dataset used for the model training. This dataset was put through a processing 

phase since it contains 10 types of annotations or entities and only one is important in 
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this context. Figure 5.2 represents the four steps taken to process the original dataset 

into the train and test dataset. 

 

 

Figure 5.2 - Data pre-processing steps for the person’s dataset 

 

5.2.1. Person’s names detection dataset 

Remove other entity’s annotations: In this step, all the annotations other than 

the person’s ones were removed. For that, it was used regular expressions, as seen in 

listing 5.1, that were able to detect the pattern of the annotation. After the detection of 

these entities, the tag was removed but the text within was kept. 

 

<START:place>.*<END> 

<START:event>.*<END> 

Listing 5.1 - Regular expression examples for the detection of annotations 

 

 Remaining annotations analyze: In this step, the dataset only contains person’s 

annotations. These annotations were analyzed, and it was verified that they did not only 

include person’s names but also references to persons, meaning that a title or role of a 

person would also be tagged. It was also found incorrect annotations where parts of text 

that did not include any person’s name or reference were tagged. 

 In table 5.1, it is represented some examples of person’s references and 

incorrect annotations. From the incorrect annotations, it was later found that some of 
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them included numerical entities that affected the performance of the model. It would 

cause the model to detect numerical columns on the database. To prevent this from 

happening all the incorrect annotations containing numbers had their tags removed. 

 

Table 5.1 - Incorrect annotations and person's references examples found in the dataset 

Person’s references Incorrect annotations 

• Sociólogo 

• Professora 

• Presidente Hugo Chávez 

• R$ 40 

• Bolinho 

• R. Depois 

 

 Remove incorrect annotations: To remove the incorrect annotations, it was 

used regular expressions, the same method as the first step of this process. Rules were 

created to remove the incorrect annotations that would appear more than once. Then 

these rules were applied, iterating through every line of the dataset.  

In a later step, all the incorrect annotations that included numbers were found 

and analyzed manually to guarantee that no numerical column was tagged. Since the 

dataset has a large number of annotations it was impossible to verify every single one 

and guarantee that the text was perfectly tagged. 

 Train and test dataset division: After these three steps, the dataset was divided 

to provide a train and test dataset. This division was made at an approximately 75% - 

25% ratio for training and testing respectively. The number of phrases or lines that the 

dataset provided as an input for the model training is represented in table 5.2. 

 

Table 5.2 - Number of input phrases for the model training and testing 

Dataset Number of phrases 

Train 165992    

Test 48245 

Total 214237 
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5.2.2. Dataset for detection of names of organizations 

 Since no dataset containing names of companies incorporated in Portuguese text 

was found, the same dataset was used, as it also contained annotated organizations. It 

was verified that the type of organization annotated in this dataset was not the desired 

one. In table 5.3 it is possible to see some examples of the annotated organizations. 

These organizations refer to public institutions such as libraries, cinemas, schools, or 

museums. Although the main focus was more directed to detecting names of 

organizations, it was also worth the effort of creating a model that was able to detect 

this type of organization. 

 

Table 5.3 - Examples of annotations of organizations in the dataset 

Annotated organization example 

• Livrarias 

• Universidade 

• Teatro do Povo 

• Museu do Esporte 

 

 Few preprocessing steps were performed, represented, and described in table 

5.4, since it was expected that the model would not perform well on the database 

discovery, and it would be necessary to implement an extension for this type of 

discovery. 
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Table 5.4 - Pre-processing steps for the detection of organization dataset 

Pre-processing step Description 

Remove other entity’s 

annotations 

All the annotations other than organizations were removed 

using regular expressions but keeping the text within the 

annotation. 

Train and test dataset division 

After these two steps, the dataset was divided to provide a 

train and test dataset. This division was made at an 

approximately 75% - 25% ratio for training and testing 

respectively, similarly to the person’s detection dataset. 

 

5.3. Model training 

 In this section it is explained in more detail the creation of the two new 

OpenNLP models (one dedicated to detecting person’s names and other for 

organizations). In section 2.4.1 it is described the necessary steps and parameters to 

train an OpenNLP model. In this case, to implement models that had the objective of 

finding just one type of entity it was necessary to prepare datasets which only contain 

one type of annotation as shown in the previous section. 

 In the creation of new models, the first step was the model tuning. In this process 

it was used the same dataset to create several models with different training algorithms 

and parameters. Apache OpenNLP offers a command line tool which is used to train the 

models. The execution command defines the necessary parameters such as number of 

iterations, training algorithm or cutoff. 

The diagram in figure 5.3 represents the model tuning steps. Several 

combinations of the training parameters were tested, and their results were documented 

and compared to get the best two performing models in the test dataset. 
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Figure 5.3 - Model tuning steps 

 

In table 5.5 the models created for the person’s names detection are represented. 

There is described the tested combinations for three training algorithms: Max Entropy, 

Naive Bayes and Perceptron. The default values for the training parameters are: 500 

iterations and 5 cutoff. 

 

Table 5.5 - Training parameters combinations for Max Entropy, Naive Bayes and Perceptron 

Training 

algorithm 
Number of iterations Cutoff 

Total 

models 

Max Entropy 

3 models, each with 100, 250 

and 500 iterations, and all of 

them with 5 cutoff 

1 new model, using cutoff 

of 1 and with 500 iterations 
4 

Naive Bayes 

3 models each with 100, 250 

and 500 iterations, and all of 

them with 5 cutoff 

It was not created new 

models with different 

cutoffs duo to the low 

performance 

3 

Perceptron 

3 models each with 100, 250 

and 500 iterations, and all of 

them with 5 cutoff 

1 new model, using cutoff 

of 1 and with 67 iterations 
4 

  

Max Entropy QN was the other tested training algorithm. It uses different 

parameters from the others such as the L1 and L2 cost functions. These cost functions 

work as a regularization factor to avoid the training generalization. The parameter value 

combinations of the Max Entropy QN models are represented in table 5.6. It is also 

important to mention that the training time of these models would stop if the change rate 

was smaller than the threshold, meaning that the model would not suffer any alterations 
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even with more iterations. The default value of the parameter of the L1 and L2 cost 

functions is 0.1. 

 

Table 5.6 - Training parameter combinations used with Max Entropy QN 

L1 and L2 cost 

functions 
Number of iterations Cutoff 

Total 

models 

L1 = 0.1 

L2 = 0.1 

3 models each with 25, 50 

and 100 iterations and one 

more that stopped at 117 

iterations (using 5 cutoff) 

It was tested the cutoff 

value of 1 and 5. Using 

1 cutoff the training 

stopped at 52 iterations 

5 

L1 = 0.1 

L2 = 0 

3 models each with 25, 50 

and 100 iterations 

It was only used the 

cutoff of 5 
3 

L1 = 0 

L2 = 0.1 

3 models each with 25, 50 

and 100 iterations 

It was only used the 

cutoff of 5 
3 

L1 = 0.2 

L2 = 0.2 

Training stopped at 53 

iterations 

It was only used the 

cutoff of 5 
1 

L1 = 0.05 

L2 = 0.05 

Training stopped at 82 

iterations 

It was only used the 

cutoff of 5 
1 

 

The metric used to compare the performance of these models was the F-

Measure. A combination between finding entities and those entities being correctly 

identified was more valuable for this work. After getting the results of the model tuning 

process, the best performing models were tested in the database discovery. It was then 

tested the cutoff parameter, and the best performance models in this phase were then 

compared to each other and after with the existing models included on Data Defender. 

At the end of these steps, it was performed a final analysis of the database discovery 

results, represented in section 6.1, and a model was chosen in order to be implemented 

in the final solution of the software. 

Regarding the names of the organizations detection, in the previous section it 

was shown that the dataset presented limitations about the type of entities that it 

contained. Therefore, it was expected to develop an extension that focused this type of 
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detection. It was also created a model using the best performing training algorithm and 

parameters observed in the person’s names model testing. The results of this model 

were also compared with the existing models on Data Defender, and they are shown in 

section 6.2. 

 

5.4. Extensions for numerical data fields 

 This section describes the extensions that have the objective of finding numeric 

sensitive data. Usually, this sensitive data has a pre-defined format and for that it was 

more efficient to use functions that would find these patterns rather than models. 

 These created functions use regular expressions instead of list comparisons. In 

section 2.6. some of the characters and symbols that build the patterns are described 

along with some regular expression examples. 

 Three extensions were created for different types of data: citizen’s card numbers, 

phone numbers and Portuguese zip codes. The regular expressions used can be 

consulted in table A.2 on the appendixes. 

 Portuguese zip code: This type of data uses the following format: XXXX-

XXX. Where the X’s represent a digit between [0-9]. Four digits separated by a dash 

and followed by three more digits, for example: ‘3080-219’. 

Citizen’s card number: This type of data represents the personal identification 

number of a Portuguese citizen. This number may differ in its character’s length since it 

appears in different formats. In the first format, this number contains 8 digits with no 

verification. ‘XXXXXXXX’, where X’s represent digits between 0 and 9. It can also 

appear in its full format, where this number has letters and may contain whitespaces 

between the last 4 characters. ‘XXXXXXXX X ZAX’, where X’s represent digits 

between 0 and 9, A’s represent a word character and Z’s represents the letter ‘Z’. 

 

Phone number: The expression used was not built specifically for Portuguese 

numbers. It was only taken in consideration that this number might contain 9 or more 

digits depending on if it includes the indicator code. Usually, this indicator code is 
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represented by 2 or 3 digits depending on the country. It usually appears with the 

symbol ‘+’ before the code. This symbol could also be represented by ‘00’ instead. 

From these 3 types of sensitive data, only two: zip codes and phone numbers, are 

applied in this context, since there are no citizen identification numbers in the 

performance database. These two extensions presented really good results on the 

database discovery, which they can be consulted in section 6.4. 

 

5.5. Complementary extensions 

 This section describes the extensions that complement the person’s name and 

organization models along with a new extension dedicated for the detection of 

addresses. These extensions have the same objective as a model but a different 

discovery approach. They are based on a comparison between the present data on the 

database and a list with real possible examples. 

 In section 4.2 the lists used in these functions are described. Two approaches 

were used to compare the data between these lists and the database data fields: fuzzy 

matching method and exact data method. In table 5.7, the four extensions created are 

shown along with the comparison method used. 

 

Table 5.7 - Methods used on created extensions 

Extension Fuzzy matching method Exact data method 

Person’s names X X 

Organizations X - 

Addresses - X 

  

 

The necessity of using fuzzy matching methods emerged with the possibility of 

typos within the data field. Using an exact match comparison would ignore any word 

with a minimal typo, possibly ignoring a column with sensitive data. For the extensions 

that use fuzzy matching methods, there is an initial function that is responsible for 

getting the database field data and return a column if a match is found. This function is 
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already implemented in the existing extensions (email and credit card extension) and 

was also used in this new extension. The diagram in figure 5.4 represents the 

comparison of one data field with all the elements of the list. 

 

 

Figure 5.4 - Fuzzy matching comparison method 

 

 The first verification of the row data string is checking if it is an email or a 

numeric field, this prevents these types of data to be analyzed causing a better time 

performance. The email verification was already implemented on the email’s extension, 

and the numeric data type verification was implemented using a regular expression that 

verified if all the characters of the string were numeric. 

A for loop was then implemented where the data was compared with every 

element of the list using a fuzzy matching method and returning a matching score. If the 

matching score is higher than the one defined on the function, a match is considered, 

and the respective column returned. Although a match could be found on for example 

the first rows of a column, the search within that column would not stop, which 

represents an issue regarding the time performance. It was not found any solution for 

this problem. 
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In the case of detecting addresses, the list that was the base of comparison only 

contained addresses’ tags, so it was not reasonable to use a fuzzy matching comparison 

method. This extension uses an exact comparison function that is described in figure 

5.5. It was also created a second extension for the person’s names detection using this 

method for test purposes. 

 

 

Figure 5.5 - Exact match comparison method 

 

 This method also uses the same function for getting the data field described on 

the fuzzy matching comparison method. In this case, there was no verification regarding 

the case of the data field being an email or a numeric string since there was no time 

performance issues. It was created a tokenization function which was responsible for 

dividing the data field in separate words and placing these tokens on a list. An example 

of this process is represented below: 

 Input: Rua da Fonte do Sapo nº838 

 Output: [‘Rua’, ‘da’, ‘Fonte’, ‘do’, ‘Sapo’, ‘nº838’] 

 After getting the list of the tokenized data, two for loops were implemented, 

where both lists were iterated. The first element of the list of tokens was compared with 

every tag on the address’ tags list. If a match is found, the cycles would break, and a 

match Boolean would be returned as true. If not, the loop would continue, iterating 
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through every token. If no match is found, the match Boolean would be returned as 

false. Testing and getting the best fuzzy matching method and score were based on a 

combination of their time performance along with the database discovery. The results 

obtained are show on the section 6.3.1. 

 

5.6. Added features 

 The original solution of Data Defender did not support a multi model discovery. 

If two or more models were passed as parameter, the XML file would always be 

replaced by the performed discovery of the last model used. 

 To solve this limitation, it was first noticed that a log file was created every time 

a discovery was performed. This log file contains all the tagged columns and which 

model, or extension, discovered the column. If two models tagged the same column, it 

would show the same column twice but with the different models that discovered the 

column. This information was used to create a new XML output. Using the function that 

creates this log file, a HashMap was created with the following values represented in 

table 5.8. 

 

Table 5.8 - HashMap keys and values examples 

Key: Column name Value: Discovered by 

dbo.Clients.UltimoNomePT ptname 

dbo.Clients.PrimeiroNomePT ptname 

dbo.Clients.Comments multi 

  

 The column name key contained the information about the schema and table 

name where the column was located, while the value associated represented which 

model or extension discovered the column. This HashMap was filled along the 

discovery, avoiding repetition, if the same column was discovered several times, by 

models or extensions. This allowed a combination of the final results, aggregating the 

discovery of multiple models and extensions in a single HashMap. 
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 The existing XML generator by Data Defender was suppressed to avoid the 

creation of two XML output files. A new function was then implemented to represent 

the content of the HashMap on a XML file. The keys of the HashMap were separated in 

two attributes: the table name which contained the schema and the name of the table and 

column name that contained the name of the column. An example sample of the final 

output of this function is represented in listing 5.2. 

 

<discovery> 

    <table name="dbo.Clients"> 

        <column name="UltimoNomePT"> 

            <discovered by="ptname"/> 

        </column> 

        <column name="PrimeiroNomePT"> 

            <discovered by="ptname"/> 

        </column> 

        <column name= "Comments"> 

            <discovered by="multi"/> 

        </column>  

    (…) 

</discovery> 

Listing 5.2 - New XML output file sample 

 

 With this new solution, Data Defender could perform a multi model discovery, 

but it is important to mention that this XML file is not supported for the anonymizer 

function. Adapting this file could be a next step and an improvement for the future 

version of Data Defender. 

 Apart from the new output file, it was also created a TXT file that contained the 

information about the discovery performed by the extensions. This file is only an add-

on that could help the visual representation of the discovery. Separating the extension 

discovery, it is possible to visualize the individual performance of each extension.  

To implement this new feature, it was created an output list in every extension 

which contained all the column names tagged by that extension. These lists were then 

called in a function that verified if the lists contained any element. If they did, the 

discovery performed by the extension would be written in the TXT file. An example 
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sample of the TXT file is represented in listing 5.3, where it is shown the discovery of 

the organizations and addresses extensions. 

 

-----  ORGANIZATION EXTENSION ----- 

dbo.DBMunicipios.Organizacoes 

 

-----  ADDRESS EXTENSION ----- 

dbo.DBMunicipios.Rua 

dbo.DBMunicipios.Localidade 

Listing 5.3 – Output file sample example of the extension discovery 
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6. RESULTS AND EVALUATION 

 

This chapter describes the results of the evaluation methods. It is firstly 

approached the results of the model tuning and then the comparison of the new models 

with the existing ones on Data Defender. Then the results of the extensions are 

described such as their method’s time performance and data discovery. In the final part 

of this chapter, it is performed a comparison between the initial and final solution of 

Data Defender with all the models and extensions combined. 

 

6.1. Models for person’s names detection results 

 The first step of the OpenNLP evaluation of the model was performed on the test 

dataset. It was tested which training algorithm, along with different iteration numbers 

and cutoffs had the best precision, recall and F-Measure. Firstly, it was used the default 

parameters (500 iterations and 5 cutoff), and the obtained results are represented in 

figure 6.1. It is important to mention that the Max Entropy QN algorithm only trained 

for 100 iterations due to its extended training time. 

 

 

Figure 6.1 - Model performance on test dataset organized by training algorithm 

 

 



 

60 

 

 Results and Evaluation 

Data personal information discovery system  

Through this representation, it is possible to observe that Max Entropy QN had 

the best precision, about 82%. Naive Bayes showed the best recall but the lowest 

precision. Perceptron and Max Entropy showed balanced results, although Perceptron 

performed quite better showing with a 69% score on the F-Measure metric.  

The next test included a variation on the number of iterations and how it would 

affect the performance of the model on the test dataset. The parameter cutoff was kept 

with its default value of 5. 

The training algorithm Perceptron did not present any variation on this test and 

Naive Bayes was excluded due to its low performance on the previous test. In table 6.1 

the results obtained for Max Entropy are represented. Increasing the number of 

iterations causes a higher recall but a lower precision. 

 

Table 6.1 – Performance comparison of the number of iterations on Max Entropy 

Iterations Precision Recall F-Measure 

100 76.24% 56.26% 64.74% 

200 74.49% 58.26% 65.69% 

500 73.22% 60.16% 66.05% 

 

Max Entropy QN was then tested, but with a reverse process. The number of 

iterations was decreased due to its training time. It was finally created a model using 

this algorithm but with the maximum number of iterations. The model training stopped 

at 117 iterations since the change rate function threshold was reached. The results of 

these tests are represented in figure 6.2. 

 In this training algorithm, the number of iterations influences recall the most. 

Decreasing the number of iterations caused a significant drop on the recall measure, but 

it maintains its high precision. The model with the maximum number of iterations 

showed a better precision then Max Entropy but a slightly lower recall. 
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Figure 6.2 - Variation of the number of iterations on Max Entropy QN 

 

 The next test involved the cost functions of the Max Entropy QN algorithm. As 

mentioned in the previous chapter, Max Entropy QN provides a different 

parametrization, where the values of the L1 and L2 cost functions could be defined. The 

results presented the same format as the previous test, where the models with less 

training iterations revealed a low recall. In figure 6.3 the results are displayed, where in 

the first bar graph the L1 parameter is set to 0.1 and L2 to 0 and in the second graph the 

L2 is set to 0.1 and L1 to 0. 

 

 

Figure 6.3 - Variation of the L1 and L2 parameters on Max Entropy QN 
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Analyzing the results, in the first graph, there was no difference between the 

models with 50 and 100 iterations. These models performed slightly worse than the 

ones using the default values for the L1 and L2 cost functions. Comparing the models 

that trained for 100 iterations, it was observed a difference of about 4% on precision, 

2% on recall and 3% on the F-Measure. Using the L2 cost function as 0.1 and L1 as 0, 

the training stopped at the iteration number 65 due to the change function rate threshold. 

The recall metric was way too low to even consider these models in future tests. 

 In the previous section, it was also mentioned the creation of two more models 

with the Max Entropy QN as the training algorithm. The L1 and L2 cost functions were 

both set to 0.05 in one model and 0.2 in the other. These models were trained for their 

maximum number of iterations. The results are represented in table 6.2, below. 

 

Table 6.2 - Max Entropy QN model results with the L1 and L2 values set to 0.05 and 0.2 

 

As mentioned in the implementation chapter, the cutoff parameter was tested on 

the database discovery. Perceptron, Max Entropy with 500 iterations, Max Entropy QN 

with 117 iterations and the default L1 and L2 cost functions, revealed the highest F-

Measure score. These models were picked for the first database discovery test, shown in 

tables 6.3 and 6.4. It was tested four different threshold probabilities, and the target 

columns are tagged with the blue shading. The target columns for the person’s names 

detection are mentioned in section 4.4. 

 

 

 

 

 

L1 and L2 Iterations Precision Recall F-Measure 

0.05 82 79.18% 56.73% 66.10% 

0.2 53 83.36% 30.21% 44.35% 
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Table 6.3 - Performance of the models trained with a cutoff value of 5 

                              Model 

 Column 
Max Entropy Max Entropy QN Perceptron 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

PresidenteCamara X X X X - X X X - - - - 

PrimeiroNome - - - X - - - X - - - - 

Apelido - - - X - - - X - - - - 

Rua - X X X - X X X - - - - 

Localidade - - X X - - X X - - - - 

Comentarios - - X X - - X X - - - - 

Organizacoes X X X X - X X X - - - - 

 

Table 6.4 - Metric results of the different models based on the previous table 

                                                 Model 

    Metric 
Max Entropy Max Entropy QN 

Probability threshold 90 80 70 60 90 80 70 60 

Precision 50 33 20 42 0 33 20 42 

Recall 33 33 33 100 0 33 33 100 

Accuracy 84 78 68 78 84 78 68 78 

 

 Analyzing the results, the model trained with Perceptron didn’t identify any 

column therefore its precision and recall would be always 0% with an accuracy of 84%. 

Reducing the probability threshold, the models become more susceptible to detect more 

columns, since the minimum match score of a column is lower.  Max Entropy and Max 

Entropy QN had a similar performance overall in terms of accuracy. When these models 

were able to detect all the target columns (100% recall) their accuracy was the same. 

The only difference is that Max Entropy was able to detect 1 of the 3 target columns 

with the highest threshold probability.  
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The value of this threshold is defined by the final user. A lower threshold means 

a higher probability of getting a better recall but might cause a lower accuracy. Using a 

high probability threshold, less columns will be found but with a higher accuracy. These 

models were then trained with different cutoffs to test if it influences the discovery on 

the database. The discovery results are represented in table below (tables 6.5 and 6.6), 

along with the evaluation metrics of each discovery. 

 

Table 6.5 - Database discovery performance by the models trained with a cutoff value of 0 

                              Model 

 Column 
Max Entropy Max Entropy QN Perceptron 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

PresidenteCamara X X X X - X X X - - - - 

PrimeiroNome - - - X - - - X - - - - 

Apelido - - - X - - - X - - - - 

Rua - X X X - X X X - - - - 

Localidade X X X X - - X X - - - - 

Comentarios - - - - - - X X - - - - 

 

Table 6.6 – Metric results of the different models based on the previous table 

                                                 Model 

    Metric 
Max Entropy Max Entropy QN 

Probability threshold 90 80 70 60 90 80 70 60 

Precision 50 33 33 60 0 50 25 50 

Recall 33 33 33 100 0 33 33 100 

Accuracy 84 78 78 89 84 84 73 84 
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Comparing the results of the models trained with the cutoff value of 0 and 5 in 

table 6.4 and table 6.6, both models had a slight improvement in their evaluation metrics 

while perceptron still didn’t identify any column. In both tests, Max Entropy and Max 

Entropy QN identified the 3 target columns with a probability threshold of 60, but Max 

Entropy had a major improvement on its precision and accuracy when the cutoff was 0. 

 The criterion to select the model to be implemented was mainly focused on the 

discovery of the target columns with the highest precision and therefore the highest 

accuracy. That was verified with the model trained with Max Entropy and no cutoff. 

Comparing with Max Entropy QN, it was also able to detect one of the three columns 

using the highest probability threshold and with a precision of 50%. 

 Analyzing the results in table 6.5, the Max Entropy model detected a new type 

of sensitive data. The two incorrect columns belong to the addresses’ detection. This is 

due to the Portuguese address’s format where it is common to find a person’s last 

names. It is also not uncommon for a Portuguese person to have a city name as their last 

name. That explains the detection of the column Localidade. This content of the column 

can also appear in addresses. For this reason, it was not implemented a new model for 

the address’s detection. 

 As mentioned before, the model implemented on Data Defender for the person’s 

names detection was trained with the Max Entropy algorithm for 500 iterations and no 

cutoff. It was named PT-Name and in table 6.7 and 6.8 below, it is possible to analyze 

and compare the results of this new model with the existing ones on Data Defender. 
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Table 6.7 – Performance comparison of the models that detect person names 

                              Model 

 Column 
PT-Name Multi Person 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

PresidenteCamara X X X X X X X X - X X X 

PrimeiroNome - - - X - - - - - - - - 

Apelido - - - X - - - - - - - - 

Rua X X X X - X X X - - X X 

Localidade X X X X - - - X - - X X 

Comentarios - - - - - - X X - - X X 

Organizacoes -   - - -   - - X X - - - - 

CodigoINE -   - - -   - - - X - - - - 

 

Table 6.8 - Evaluation metrics comparison of the new model with the existing models 

                              Model 

 Metric 
PT-Name Multi Person 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

Precision 33 33 33 60 100 50 25 16 0 100 25 25 

Recall 33 33 33 100 33 33 33 33 0 33 33 33 

Accuracy 78 78 78 89 89 84 73 63 84 89 73 73 

 

Analyzing the table 6.7, it is possible to observe the incapacity of the model 

Person to detect individual person’s names since the columns PrimeiroNome and 

Apelido were not detected. Both models Multi and Person detected the column 

Comentarios with a relative high threshold probability. The columns for the addresses’ 

detection were tagged by all models, but with a higher match score by the PT-Name. 

Finally, the model Multi detected the column CodigoINE which contains numeric 

values on its data fields. This demonstrates a limitation of the model Multi. 
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 Analyzing the results on the table 6.8, the combination of the best accuracy and 

recall is found in the model PT-Name with a probability threshold of 60. All the target 

columns were detected with a high accuracy which means just a few wrong columns 

were identified. This demonstrates an improvement when compared with the existing 

models. An accuracy of 89% was also found on the model Multi with a probability 

threshold of 90 and on the model Person with a probability threshold of 80. In both of 

these cases, only one of three target columns was identified. 

 Overall, analyzing these results, the model PT-Name was a significant upgrade 

for the Portuguese person’s names detection on Data Defender. It also proved that it 

could find Portuguese addresses which is a major plus on this work. 

 

6.2. Models for the detection of names of organizations 

 It was mentioned in the implementation chapter that the name detection of 

organizations by a model could present a lower performance due to the dataset 

limitations. It was created two models that trained for 500 iterations that were firstly 

tested on the test dataset. The table below (table 6.9) represents the obtained results for 

these models where the only difference was on their cutoff parameter. 

 

Table 6.9 – Results of the models for the detection of organizations detection 

 

It was observed no major difference between the cutoff adjustment 

on the test dataset. The next test was performed on the performance database where 

these 3 models were compared. The only target column for this type of detection is 

Organizacoes, as mentioned in section 4.4. The discovery results are represented in 

table 6.10. 

 

Cutoff Precision Recall F-Measure 

0 80.03% 52.47% 63.39% 

3 74.16% 57.27% 64.63% 

5 73.11% 57.57% 64.42% 
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Table 6.10 – Results of the models for the detection of organizations on the performance database 

                              Model 

 Column 
Cutoff = 0 Cutoff = 3 Cutoff = 5 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

Organizacoes - - - - - X X X - X X X 

PresidenteCamara - - - - X X X X X X X X 

Localidade - - - - - - - X - - - X 

Comentarios - X X X - X X X - X X X 

Rua - - - - - X X X - - - - 

 

Observing the results represented on the table above, the model trained with no 

cutoff was not able to detect the target column. It only detected one column that has no 

interest for the detection of this sensitive data type. The other two models had a similar 

performance. Both detected the target column, but with different accuracies. In table 

6.11 below, it is represented the evaluation metrics of this test. 

 

Table 6.11 - Evaluation metrics of the database discovery by the models that detect organizations 

                              Model 

 Metric 
Cutoff = 0 Cutoff = 3 Cutoff = 5 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

Precision 0 0 0 0 0 25 25 20 0 33 33 25 

Recall 0 0 0 0 0 100 100 100 0 100 100 100 

Accuracy 94 89 89 89 89 84 84 78 89 89 89 84 

 

A low precision was expected due to the dataset limitations. Analyzing the 

results, the model trained with a cutoff of 5 had a slightly better accuracy and therefore, 

a higher precision. This was the criteria to select the model to be implemented. In the 

table below (table 6.12), the results are shown, where this model was called PT-

Organization and was compared with the existing models: Multi and Organization. The 

model Organization belong to the Apache English original models. 
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Table 6.12 – Performance comparison of the Model that detect names of organizations 

                              Model 

 Column 
PT-Organization Multi Organization 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

Organizacoes - X X X - - X X - - X X 

PresidenteCamara X X X X X X X X - X X X 

Localidade - - - X - - - X - - - X 

Comentarios - X X X - - X X - - - - 

Rua - - - - - X X X - - X X 

CodigoINE - - - - - - - X - - - - 

 

Comparing the results of these models, the target column was identified with a 

higher probability threshold by the model PT-Organization. The model Multi was the 

least fit for this type of detection since it detects five incorrect columns. In table below 

(table 6.13) the evaluation metrics are represented for this database discovery. 

 

Table 6.13 - Evaluation metrics of the comparison between the new model and the existing models 

                              Model 

 Metric 
PT-Organization Multi Organization 

Probability threshold 90 80 70 60 90 80 70 60 90 80 70 60 

Precision 0 33 33 25 0 0 25 16 0 0 33 25 

Recall 0 100 100 100 0 0 100 100 0 33 33 33 

Accuracy 89 89 89 84 94 89 84 73 94 89 89 84 
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 Analyzing the results, the highest accuracy was found on the model Multi and 

Organization but with no recall. This occurs due to the low number of target columns 

which is just one. The major evaluation factor on this discovery was the detection of the 

target column with the least possible number of wrong columns identified, meaning a 

better precision. The model PT-Organization had a higher precision overall and it is 

possible to affirm that it also presents an improvement for Data Defender. 

 

6.3. Results and evaluation of the extensions 

 This section presents the results and evaluation of the extensions. As mentioned 

in the implementation section, the extensions are divided in two types: complementary 

extensions and extensions for the numerical data fields. Complementary extensions use 

fuzzy matching methods, and they are evaluated by their time performance and the 

columns they tag on the performance database. Extensions for numerical data fields use 

regular expressions and they are only evaluated by their data discovery on the database. 

6.3.1. Evaluation of the complementary extensions 

 In section 2.5 it is described the available methods of the fuzzy string matching 

algorithms. For the creation of these extensions, it was tested 4 methods: simple ratio, 

partial ratio, token set ratio and weighted ratio. 

 The first test realized had the objective of getting an analysis on the time 

performance of these methods. This test was performed with the list of organizations 

which is described in section 4.2. This list contained 1593 rows and it was created new 

database tables with more rows to verify how the time that was needed to search 

through the database would scale. In figure 6.4 below, the results are demonstrated. 
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Figure 6.4 - Time performance of the fuzzy matching methods 

 

 Analyzing the results, the method simple ratio had the best time performance. It 

took this method 7 seconds to search through the performance database which contains 

307 rows. Partial ratio takes 15 seconds, Token set ratio 38 seconds and Weighted Ratio 

122 seconds. Weighted Ratio has the worst performance by far which indicates that 

might not be a good method to use on larger databases. 

 The next test was performed on the performance database, with the same 

evaluation metrics as the Open NLP models. These methods also contain a match score 

metric similar to the probability threshold on models.  

 The development of an extension for the detection of person’s names was just 

for test purposes. This extension used the list of names described in section 4.2. In table 

6.14 below the results of the data discovery performed by this extension are stated. 
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Table 6.14 – Performance comparison of the methods of fuzzy matching for the detection of person 

names 

             Method 

Column Simple ratio Partial Ratio Token Set Ratio 
Weighted 

Ratio 

Match score 90 80 70 90 80 70 90 80 70 90 80 70 

PresidenteCamara - - X X X X X X X X X X 

PrimeiroNome X X X X X X X X X X X X 

Apelido X X X X X X X X X X X X 

Rua - - - X X X X X X X X X 

Localidade X X X X X X X X X X X X 

Organizacoes - X X X X X X X X X X X 

Comentarios - - - X X X X X X - X  X 

Email - - - - - X - - - X X X 

Sitio - - - X X X X X X X X X 

TipoEntidade - - X - - X - - X X X X 

 

Analyzing the detection, it is possible to observe that columns connected with 

addresses, city’s names are detected with most of these methods. This is justified by the 

fact that Portuguese persons use city’s names as their last names or the appearance of 

first names on street addresses, as mentioned in the previous section. Email addresses of 

the city hall also contain the name of the city which might also be a person’s name. In 

the table 6.15 it is represented the evaluation metrics of this data discovery. 

 

Table 6.15 - Evaluation metrics of the data discovery performed by the person names’ extension 

             Method 

 Metric Simple ratio Partial Ratio Token Set Ratio 
Weighted 

Ratio 

Match score 90 80 70 90 80 70 90 80 70 90 80 70 

Precision 66 50 50 38 38 30 38 38 33 33 30 30 

Recall 66 66 100 100 100 100 100 100 100 100 100 100 

Accuracy 89 84 84 73 73 63 73 73 68 68 63 63 
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Unlike the probability threshold on the OpenNLP models, the match score is 

defined in the implementation of the extension. It was necessary to choose a fuzzy 

matching method and match score value that performed the best in terms of the column 

identification and time performance. In this case, the criteria applied for this decision 

was the accuracy. In this instance, the highest accuracy was achieved by the simple ratio 

method with a match score of 90. 

The other extension developed was meant for the discovery of names of 

organizations. It was expected that the extension would outperform the model created. 

For these results, Organizacoes was the target column. Tables 6.16 and 6.17 represents 

the obtained results. 

 

Table 6.16 – Performance comparison of the fuzzy matching methods for the detection of organization 

names 

             Method 

Column Simple ratio Partial Ratio Token Set Ratio 
Weighted 

Ratio 

Match score 90 80 70 90 80 70 90 80 70 90 80 70 

Organizacoes X X X X X X X X X X X X 

PresidenteCamara - - X - X X - - X X X X 

PrimeiroNome - X X X X X - X X X X X 

Apelido - - X - X X - X X X X X 

Rua - - X - X X - X X X X X 

Localidade - X X X X X - X X X X X 

Comentarios - - - - - - - - X - - - 

Sitio - - - - - - - - X X X X 
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Table 6.17 - Evaluation metrics of the data discovery performed by the extension that detect organizations 

             Method 

 Metric Simple ratio Partial Ratio Token Set Ratio 
Weighted 

Ratio 

Match score 90 80 70 90 80 70 90 80 70 90 80 70 

Precision 100 33 16 33 16 16 100 20 13 14 14 14 

Recall 100 100 100 100 100 100 100 100 100 100 100 100 

Accuracy 100 89 73 89 73 73 100 78 63 68 68 68 

 

It is possible to observe that both simple ratio and token set ratio methods had an 

accuracy of 100% along with a perfect recall. The criteria to untie these methods was 

their time performance. Since the simple ratio method has a quicker time performance, 

it was the best decision for this extension. 

Comparing the results between the model and extension for the detection of 

names of organizations it is possible to conclude that the extension is more reliable. The 

comparison list used on this extension contained similar entities with the data fields of 

the target columns. This is an important factor that justifies the performance 

improvement. 

The last extension implemented was meant for the discovery of Portuguese 

addresses. In section 4.2, it is shown what the type of data that the used list contained. 

This extension did not use any fuzzy matching method. An exact match method was 

applied to compare the addresses’ tags in the list and every token on the data fields of 

the database, as mentioned in section 5.5. Since this extension had the objective of 

finding Portuguese street names and addresses the only target column was the column 

Rua. This method was also applied to other extension for the person’s names detection. 

The table 6.18 represents the discovery performed by these two extensions. The target 

columns for the address’s extension have the blue shading and the target columns for 

the person’s names extension have green shading. 
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Table 6.18 - Discovery performance by the extensions that use the exact match method 

                Extension 

Column 
Address Person’s name 

Rua X X 

PresidenteCamara X X 

PrimeiroNome - X 

Apelido - X 

Localidade X X 

 

Analyzing the results, the address extension detects the person’s full name and 

city’s names columns. In the first case the token that matched with an element of the list 

was: ‘’Alameda’’ and in the second case the word ‘’BAIRRO’’.  Both these words could 

also be used for both scenarios, therefore the column identification is justified. 

 For the person’s names extension, as mentioned before in this chapter, a 

Portuguese surname can match with a city name or be contained in a street name which 

also justifies the columns identified. 

 

6.4. Extensions for numerical data fields performance 

 In the implementation section 5.4, it was described the 3 new extensions for the 

detection of numerical data fields. From these 3 types of sensitive data, only two: zip 

codes and phone numbers, are applied in this context, since there are no citizen 

identification numbers in this database. For the phone numbers extension, target 

columns were: Fax and Telefone while for the zip code extension the target column was 

CodigoPostal. The results are represented in the table 6.19. 
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Table 6.19 - Data discovery performance of the extensions for the numerical data fields 

                Extension 

Column 
Phone Number Zip code 

Fax X - 

Telefone X - 

CodigoPostal - X 

NIF X - 

 

The Zip code extension had a perfect performance while the Phone Number 

extension identified one extra column. This is justified by the fact that the NIF column 

contains numerical data with the same format as the phone numbers. With that in mind 

it was not viable to implement a specific extension for the detection of citizen’s tax 

numbers. 

 

6.5. Final solution evaluation of Data Defender 

 In this section the data discovery performance of the initial and final version of 

Data Defender will be compared. The first version of Data Defender was not prepared 

for the detection of Portuguese sensitive data. The main objective of this work was to 

improve the detection of this data.  

According to the evaluation of each model and extension presented in this 

chapter, it was decided the best performing model or extension for each sensitive data 

type. This decision is represented in the table 6.20. 
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Table 6.20 - Best performing models and extensions according to the sensitive data type 

Sensitive data type Model or extension 

Person’s names PT-Name 

Names of organizations Organization Extension 

Addresses 

Address Extension 

Zip Code Extension 

Contact information 
Phone Number Extension 

Email Extension 

Personal information Phone Number Extension 

 

According to the sensitive data types that the performance database contained, 

the models chosen were: Person, Multi, Organization and Location along with the Email 

Extension for the initial version of Data Defender evaluation. The target columns for 

this final test are the combination of every sensitive data type detection which is 

represented in the table 4.11 of the section 4.4. It was used a probability threshold of 60 

for this evaluation. 
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Table 6.21 - Comparison of the initial and final version of Data Defender 

                          Version 

   Column 
Final version Initial version 

PresidenteCamara X X 

PrimeiroNome X X 

Apelido X X 

Organizacoes X X 

Rua X - 

Localidade X X 

CodigoPostal X - 

Email X X 

Telefone X - 

Fax X - 

NIF X - 

Comentarios - X 

CodigoINE - X 

   

Analyzing the results of table 6.21, the final version of Data Defender was able 

to detect all the target columns. The combination of every model and extension results 

provided a perfect accuracy and precision. In the initial version there were two columns 

that should not be identified. It is noticeable the influence of the extensions 

implemented for the numerical data fields since no numerical column was identified by 

the initial version. The column that contained Portuguese addresses was also not 

identified by any model of the initial version. The performance of Data Defender was 

improved which fulfilled the main objective of this work.   
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7. CONCLUSIONS AND FUTURE WORK 

 

This chapter presents the conclusions of all the investigation and work 

developed. It presents the achieved goals with the study of methods for the detection of 

Portuguese sensitive data and their contribution for the scientific community. It is also 

addressed new features or future work for the software tool and the text processing of 

Portuguese data. 

 

7.1. Contributions 

 Through the study and investigation of the topics presented on the state of the art 

and the implementation of new machine learning models and functions on a software 

tool, it was possible to contribute to the scientific community, particularly in the 

sensitive data discovery area. The most significant contributions were: 

• The investigation and importance of data protection and GDPR compliance; 

• The study of data discovery methods being them hand coded or machine 

learning based. With a deeper investigation on the existing models, 

algorithms, fuzzy matching methods and the use of regular expressions; 

• A market analysis on the existing data discovery software for the Portuguese 

data discovery; 

• The investigation of the current existing resources for the training of new 

machine learning models; 

• New functional Apache OpenNLP models adapted for the Portuguese 

sensitive data discovery; 

• A version of Data Defender which supports the detection of Portuguese 

sensitive data. 

7.2. Conclusions 

 The main goal of this dissertation was to perform an analysis of the software 

market and choose a software tool to be improved and extended regarding the sensitive 

Portuguese data discovery. For that it was studied different natural language processing 

methods which included machine learning models or hand coded techniques.  
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 After choosing the best suitable software tool to be improved and investigating 

the different sensitive data discovery methods, an initial test and validation of this 

software was performed. It was found its limitations and lack of adaptability for the 

Portuguese sensitive data discovery. It was then planned which methods or models for 

each type of sensitive data, should be implemented.  

 To develop and to be able to train new machine learning models it was necessary 

to research resources which contained annotated Portuguese text. It was a difficult task 

since there is a low amount of resources available. It was also required to find lists of 

person and names of organizations for the new functions. 

For the implementation of the machine learning models, it was used the 

Amazonia corpus to create a train and test dataset. For the person’s names discovery, 

different training algorithms and parameters were firstly tested and evaluated regarding 

their F-measure metric on the test dataset. After this first test their performance was 

compared and evaluated on the performance database. The chosen model to be 

implemented regarding this type of sensitive data was using the Max Entropy training 

algorithm which outperformed the existing models of Data Defender. It was also proved 

its capability to detect Portuguese addresses with a high accuracy. 

Regarding the model for the detection of names of organizations, it also 

outperformed the existing ones, but the extension was more fit for this type of sensitive 

data. The implementation of new extensions caused a major boost on the performance 

of Data Defender. At the end of the results and evaluation chapter it is possible to see 

the difference of the initial and final version of this software. The new models and 

extensions were able to detect all the sensitive data type that was meant to be 

discovered, with a plus of not detecting wrong columns. At the end of this work, new 

features were added to Data Defender where this software became able to perform a 

multi model discovery along with a separate visualization of the discovery of the  

extension. 

It is possible to conclude that the main goal of this report was achieved. Data 

Defender was improved regarding the Portuguese sensitive data detection. It is also 

possible to conclude that this software could be used in real scenarios where the 

protection and discovery of Portuguese sensitive data is needed. 
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7.3. Next steps 

 The developed work in this report produced a good version of Data Defender. 

This software tool is now adapted to the Portuguese market although it is possible to 

affirm that it still presents some limitations. For the next steps of implementation and 

improvement of Data Defender, a graphic interface that would replace its command line 

interface is a good idea since it would help it to be more user friendly. Since the 

discovery feature was modified with the creation of a new XML format, its data 

anonymizer function is no longer supported which could be other feature implemented 

in a future version of this software. 

 In the investigation for Portuguese text data for this work, it was proved the 

limitation of the amount of available resources. The Portuguese scientific community 

should be more active in this data science field which could result in a better performing 

machine learning model in the future.  
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APPENDIXES 

 

Table A.1- Test SQL database 

Column name Description Data example 

CartaoCredito 

Fake credit card numbers but with 

the correct format (16 consecutive 

digits, starting with the number 3, 4 

or 5) 

• 4236168465607896 

• 346012725342255 

NameINT International person names 
• John  

• Jaqueline 

NomePT Portuguese person names 
• João 

• Francisca 

Birth Random dates 
• 1998-10-11 

• 1998-12-11 

MobilePhone 
Fake mobile phone numbers with 

the correct format 

• 921551423 

• +351917551523 

Email Fake email addresses 
• gine@gmail.com 

• francis@gmail.com 

AddressINT International addresses 

• 36 boulevard Aristide 

Briand, Le Chesnay, Vile-

de-France 

MoradaPT Portuguese addresses 
• Rua das Flores n25 Lote 1, 

Vila Nova de Milfontes 

Country Countries names 
• Spain 

• France 

CompanyINT International organization names 
• IBM 

• Apple 

EmpresaPT Portuguese organization names 
• SONAE 

• Outsystems 

Comments 

Random phrases, one of them 

containing the English name “John” 

and a Portuguese company name 

• Hi I am John and I am 

working for Galp 

• All my family members 

are employed 

mailto:gine@gmail.com
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The table A.1 above represents a short database which was used for the evaluation of the 

functions of Data Defender. It contains a small description about the content of  column examples of their 

data fields. 

 In table A.2 it is shown the exact regular expression used on the extensions developed. 

Table A.2 - Regular expressions used on the extensions 

Data type Regular expression 

Portuguese zip codes \d{4}\s?-\s?\d{3} 

Citizen’s card number \d{8}(\s?\d\s?[Z]\w\d)? 

Phone number ([+]\s?\d{2,3})?([0]{2}\s?\d{2,3})?(\s?\d{9}) 

 

 


